






































conducted in June and July of 2018 for Downthem, the FBI 

determined that many of the offered DDoS attack types were 

functioning, and were capable of delivering sufficient attack 

volume to saturate a typical commercial Internet connection. 

This indicates a sizeable attack volume, as the bandwidth of a 

typical commercial Internet connection usually exceeds that of a 

residential connection. The FBI conducted its testing, and 

provided payment, from computers in Los Angeles, California, and 

Anchorage, Alaska, and directed the attacks to computers in the 

same areas. 

30. While true volumetric testing of DDoS attacks can 

require highly specialized software and hardware, based upon my 

training and experience, and based on conversations with other 

FBI and private sector colleagues, I and other testing FBI 

agents judged that the majority of the functioning attacks 

easily consumed all available Internet bandwidth available to 

the test ''victim" computers. That is to say that Downthem 

functioned as advertised, providing a vehicle with which to 

conduct illegal DDoS attacks. Below is a screenshot from one of 

the tests of the Downthem service which occurred on July 19, 

2018. As an explanation for the screenshot below, the website 

was configured such that a user entered the IP address of the 

intended victim, in this case identified by the userver IP 

booter services that many services have poorly functioning 
Application Program Interfaces (APis). As a result of the 
poorly functioning APis, not all booter services function 
properly, or deliver the promised attack volumes and types. 
However, as described herein, Downthem appeared to function as 
advertised. 
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Address" field. The user then entered a port number ("Port"), 

duration ("Interval Time"), type of Internet Protocol to be used 

in the attack ("Method"), and then initiated the attack ("Start 

operation") . 
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31. At the bottom of the screenshot are several "resolver" 

tools, which, as described above, are designed to better 

facilitate a user's ability to conduct DDoS attacks. The first 

such tool attempts to resolve Cloudflare IP addresses, that is, 

discover the true IP address associated with a web server so 

that the DDoS attack can bypass Cloudflare defenses. The second 

resolver takes a given website or domain and determines which IP 

address it is hosted on. The third attempts to determine an IP 

address associated with a given Skype username. I am familiar 
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with all of these resolving tools and know them to be part and 

parcel of criminal DDoS services. In particular, these types of 

resolvers are only necessary if the user of Downthem's services 

does not own or have permission to access the targeted computer; 

if they did so, they would reasonably already know the targeted 

IP address and would have no use for the resolvers. Thus, these 

resolving services are another indicator that the site is 

designed for unlawful purposes - that is, to target others' 

computers without authorization. 

C. Ampnode Use by Other Booter Services 

32. Based on review of email messages obtained via a 

search warrant and an interview of an individual named David 

Bukoski ("Bukoski"), as well as review of the Ampnode database 

provided by GATREL as described below, I have also learned that 

Bukoski was a customer of GATREL's Ampnode service. Bukoski has 

been charged in the District of Alaska for Aiding and Abetting 

Computer Intrusions, in violation of 18 U.S.C. §§ 1030(a) (5) (A) 

and 2, in case No. 18-CR-00154-TMB-DMS, for operating the 

QuantumStress.net booter service, which provided a DDoS 

subscription platform for customers. 8 Bukoski's booter service 

was one of the longest-running services targeted by the FBI, 

operating since at least ·2012; it has operated under different 

names but is presently known as QuantumStress.net. Based on 

examination of a database for the QuantumStress service provided 

by Bukoski, as well as examination of the QuantumStress website, 

8 As of the date of this affidavit, changes have been made 
to the QuantumStress.net website so that customers are no longer 
able to conduct DDoS attacks. 
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I determined that QuantumStress.net has had over 80,000 customer 

subscriptions, including customers within the Central District 

of California and the District of Alaska. Based on examination 

of the database, I learned that during 2018, QuantumStress.net 

was used to conduct over 50,000 actual or attempted DDoS 

attacks, and that these attacks targeted victims worldwide, 

including victims in the Central District of California and the 

District of Alaska. These targets included U.S. university 

networks, state and local government networks, U.S. government 

networks, gaming platforms, and major Internet Service 

Providers, including residential, commercial, and mobile 

networks. 

33. Based on review of the Ampnode database, email 

accounts tied to Bukoski, and statements made by Bukoski, it 

appears that he used GATREL's Ampnode service in order to 

facilitate the DDoS attacks provided by his service, 

QuantumStress.net. That is, one or more Ampnode servers, 

procured by Bukoski via GATREL, provided the backbone through 

which QuantumStress.net issued DDoS attacks on behalf of its 

customers. Review of the Ampnode database and emails associated 

with Bukoski revealed that Bukoski and GATREL negotiated 

Bukoski's procurement of servers via email and messaging on the 

Ampnode website. 

D. Email Records Associated with Downthem and Ampnode 

34. A federal search warrant was issued in the District of 

Alaska for records between July 17, 2014, and June 22, 2016, for 

email accounts believed to be associated with the Downthem 

22 



booter service, as well as the Ampnode service. A second 

federal search warrant was issued in the Central District of 

California on July 30, 2018, again for accounts associated with 

these services, for the time period January 1, 2016 to July 30, 

2018. The FBI determined that these accounts were associated 

with the Downthem and Ampnode services through examination of 

login IP addresses and subscriber information, including email 

addresses, as well as other ways, and the content of the 

accounts confirmed this association. During an interview with 

law enforcement agents, described below, GATREL also admitted 

that each of the relevant email accounts belonged to him and 

that he administered both services. Review of the records 

provided by Google in response to this search warrant revealed 

that these accounts were used by GATREL to facilitate his 

operation of the Downthem and Ampnode services. 

a. As an example, on July 10, 2017, an email was 

sent to ampnode[redacted]@gmail[.]com from the web service 

NameCheap. NameCheap is a company that provides domain 

registration services. The email stated "your WhoisGuard 

subscription is expiring soon." The email further stated that 

the domain referenced was "downthem.org." Based upon my 

training and experience, I know that WhoisGuard is a privacy 

protection service that allows website operators to mask the 

true registration details for a given domain. I further know 

that details such as website registration and hosting are 

usually handled by one or more administrative figures. Thus, 
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this exchange indicates that Ampnode and Downthem were connected 

services with a common administrator (GATREL). 

b. In another example, on September 14, 2017, the 

email account ampnode[redacted]@gmail[.)com was used to exchange 

a series of emails with a customer using the email account 

"wane[redacted]@yahoo[.]com." The email exchange began with 

"wane zane" asking for help determining how much to charge DDoS 

customers. Ampnode[redacted]@gmail[.]com replied, "It's part of 

their plan on my stresser. And yes, I have customers who email 

me or open tickets saying it down'ed their nfo." Based upon my 

training and experience, I understand the user of the 

ampnode[redacted]@gmail[.)com account, believed to be GATREL, 

was saying that he has had customers inform him that his 

stresser service was sufficiently powerful to temporarily take 

down servers at NFO, a major hosting provider. Additionally, I 

understood this exchange to mean that "wane zane" was explicitly 

telling GATREL that he intended to use the Ampnode service for 

the purpose of operating his own DDoS service. "Wane zane" then 

replied, "ooh mike has a stresser soi can test it from your 

stresser then u will tell meh a price lol." 

Ampnode[redacted]@gmail[.)com (GATREL) replied, "sure but you'd 

need a trial login." "Wane zane" then responded, "where do I 

sing [sic] up at?" to which ampnode [redacted] @gmail [.] com 

responded, "downthem.org." This email exchange thus further 

demonstrates the connection between GATREL's two services, 

Ampnode and Downthem, and his connection to both. 
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c. Within the email account 

ampnode[redacted]@gmail[.]com, reviewing agents found tens of 

thousands of emails related to the operation of the Ampnode DDoS 

service. These emails included client inquiries, sales, 

trouble-shooting, and requests for "lists," as described above. 

For example, in one such exchange on July 15, 2017, an email was 

sent to ampnode[redacted]@gmail[.Jcom com by a customer who 

said, "hey looking to buy 3 new lists again for 

dns/ntp/chargen." In response, ampnode[redacted]@gmail[.]com 

sent an email stating "sure just did chargen and ntp yesterday." 

Based upon my training and experience, and as described above, I 

know that DNS, NTP, and CHARGEN are some of the most frequently 

abused Internet protocols when it comes to amplifying DDoS 

attacks. I am aware of few legitimate purposes for anyone to 

assemble and sell lists of servers which respond to those 

protocols, and I believe that the predominant usage for the 

exchange of such lists would be to facilitate the conduct of 

DDoS attacks. I also know that the purpose of assuring the 

customer that the lists were just created the previous day was 

because fresh lists are the most valuable for the purposes of 

conducting the largest DDoS attacks. That is because owners of 

the abused services often receive notification that their 

servers are being used to conduct attacks and may implement 

controls to prevent further abuse, as well as the fact that some 

servers may change IP addresses every few days. This would mean 

that over days and weeks, an "amp list" would likely become 

progressively less accurate, and therefore, less powerful. For 
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those reasons, DDoS operators intending to conduct large attacks 

have to constantly renew their lists of vulnerable servers. 

d. As another example, on July 29, 2017, 

ampnode[redacted]@gmail[.]com was sent an email by "Bob Squad" 

via oexotic[redacted]@gmail[.]com stating, "Most people are 

really after hitting nfo and ovh. And it can be done man. I've 

done it myself. Power is lovely on your site, and the zudp is 

sexy af I don't even need destination port to hit hotspots 

lol .. im not use to it being that powerful. But! If you could get 

your hands on a tcp or udp method that can time out nfo or ovh 

servers for at least like 5-l0ticks to lag them out a game .. and 

i can put that in a thread ... you would have people all over your 

site. I haven't tested all methods on site against an nfo or ovh 

yet, what methods would you think would down them[?]" 

i. Based upon my training and experience, I 

believe that in this exchange, "Bob Squad" was telling GATREL 

that most customer demand was currently focused on DDoS services 

that were able to take down the hosts NFO and OVH, two very 

large international hosting companies. "Bob Squad" was 

encouraging GATREL to invest in TCP or UDP attack methods able 

to "time out" the NFO and OVH servers, and noted that in doing 

so, GATREL would attract many additional customers. This is 

especially relevant to certain types of online gameplay in which 

a loss of connectivity for "5-10 ticks," or 5-10 seconds, can 

mean ejection from a game, or such a competitive disadvantage 

that the victim is likely to lose whatever game they are 

playing. I know, based on my training and experience and 
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interviews I have conducted with representatives from many 

online gaming platforms, that certain types of online games, 

especially multiplayer games, are very lucrative, with the 

operators of the online game making money from fees paid by the 

online players. DDoS attacks against players in these types of 

games is growing increasingly common, creating an even bigger 

market for criminal DDoS operators like GATREL. 

e. A response was sent by 

ampnode[redacted]@gmail[.]com com to "Bob Squad" on the same 

date, stating, "trigemini 1 and 2, essyn and sometimes security 

methods work well on those hosts just need ports for those 

hosts." 

i. Based upon my training and experience, I 

understand that in this exchange, GATREL was telling "Bob Squad" 

to try to use different attack methods against NFO and OVH, so 

long as "Bob Squad" was able to determine the proper ports. By 

this he would likely mean the given port that a specific victim 

was using or on which a gaming service was operating. 

35. GATREL was confirmed as the user of the relevant 

emails a variety of ways, even prior to his statements during 

the FBI's interview (described below). For example, according 

to records obtained from Google, on June 12, 2018, an email was 

sent from ampnode[redacted]@gmail[.]com to "Matthew D" at 

another email that Google records connected to GATREL, 

tank[redacted]@gmail.com. The email contained an attached image 

of an Illinois driver's license in the name of Matthew D GATREL, 

including a residence address that located GATREL within a 
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Chicago, Illinois suburb. I have separately conducted public 

records checks and confirmed that this license and its 

accompanying address match GATREL's issued driver's license. 

That same date, a second email was sent from 

ampnode[redacted]@gmail[.]com to tank[redacted]@gmail[.]com 

containing an image of a utility statement for the same suburb. 

That utility statement was in the name of Matthew D GATREL, with 

a service address of another address in that same city. Thus, 

it appeared that GATREL was sending himself copies of these 

records from one account to another. 9 

E. Interview of GATREL and Search of His Computer 

36. On November 19, 2018, I, along with other agents, 

interviewed GATREL at his residence. During the interview, 

GATREL agreed to allow agents to create an image of his 

computer, and also provided a copy of the databases for the 

Downthem and Ampnode services. 

37. During the interview, GATREL confirmed that he was the 

current administrator of both Downthem and Ampnode, had been 

running Downthem since at least 2014, and had been operating 

Ampnode for approximately four to five years. GATREL also 

confirmed he was the user of each of the email accounts 

previously referenced within this affidavit as belonging to 

GATREL. 

9 Sending such identification documents is something I and 
other FBI agents have commonly observed in previous 
investigations and is usually due to those documents being 
required by various hosting companies in order to initiate or 
maintain service. 
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38. GATREL stated that he had a co-administrator to whom 

he was hoping to sell the Ampnode site. GATREL said that the 

person helping administer the Downthem server went by the 

username "Severon," and used the email address 

severon[redacted]@gmail[.]com. GATREL also stated that he had 

had a different co-administrator for Downthem approximately two 

years ago. During the interview, GATREL stated that he 

currently averaged between 2-3 customers at a time, and that the 

highest number of simultaneous customers enrolled to the 

Downthem service at one time was around 10. 

39. GATREL said that he estimated that at least 50 percent 

of his Ampnode customers were likely running DDoS services using 

his infrastructure, especially as his network allowed spoofing. 

GATREL also stated that he was working with an individual and 

company in Romania to run the Ampnode network. 

40. After the interview, I reviewed the database for 

GATREL's Downthem service. Based upon my training and 

experience, the database showed over 2000 customer 

subscriptions, and over 200,000 DDoS attacks conducted, or 

attempted to be conducted, between October 10, 2014 and my 

interview with GATREL. Almost 1,000 attacks were initiated by 

users from IP addresses in the Los Angeles area. The test 

attacks conducted by the FBI were correctly captured in the 

database, contributing to my assessment of its veracity. Other 

attacks reflected in the database include more than 2,000 
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attacks directed at IP addresses that geolocate10 to the Los 

Angeles area, and substantially more than that within the 

Central District of California as a whole. Among the targeted 

victims were the following: 

a. Over 65 universities, both within the United 

States and in other countries, including at least one university 

within the Central District of California; 

b. Federal, state, and municipal government or 

utility targets; 

c. Commercial/banking targets; and 

d. Online gaming companies and online gaming 

servers. 

41. Review of the database also corroborated GATREL's 

description of his co-administrator, "Severon." Beginning at 

least as early as June 2018, I observed messaging entries in 

which user "Severon" and GATREL discussed improvements to the 

Downthem service. Beginning in October 2018, I observed 

messaging entries in which user "Severon" responded to customer 

requests in an administrator capacity. In addition, it appears 

from the database that "Severon" conducted approximately 174 

attacks using the Downthem service. For example, on or about 

November 10, 2018, user "Severon" conducted, or attempted to 

conduct, eight DDoS attacks. He was directing the attacks at 

two targets, both of which are large-scale server and cloud 

hosting companies. 

10 Geolocation tables can be slightly out of date, but based 
on my training and experience, most of these will be accurate. 
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F. Interview of MARTINEZ in Pasadena, California 

42. Through use of public, commercial, and law enforcement 

database tools, I was able to determine that the nickname 

"Severon" was associated with the name "Juan Martinez." Further 

investigation of public records indicated that the relevant 

"Juan Martinez" resided at an address in Los Angeles County, 

California. 

43. On December 17, 2018, Special Agent Joshua Rangitsch 

and I interviewed MARTINEZ at that address in Los Angeles 

County. MARTINEZ initially professed to not use DDoS services, 

but when asked specifically about Downthem, MARTINEZ admitted 

that he was helping to maintain the Downthem website. I then 

observed MARTINEZ use his computer to access the Cloudflare 

accounts for both Downthem and Ampnode, and I separately 

observed MARTINEZ navigate to the Downthem website. At the 

website, MARTINEZ had access to administrative fields and 

actions I had not observed in my testing of the website, 

indicating that MARTINEZ had administrator-level access to the 

site. For instance, the website stated that there were three 

tickets that needed to be answered. 

44. At my request, MARTINEZ downloaded the database from 

the Downthem website and emailed it to me using the same email 

identified by GATREL for his co-administrator, 

severon[redacted]@gmail[.]com. I have evaluated the database 

that MARTINEZ provided and found it to be identical to the 

database provided by GATREL, except that it also contained more 

recent log entries which had been made between GATREL's 
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production of the database and MARTINEZ'S production of the 

database. 

45. I asked MARTINEZ about his own DDoS attacks using the 

Downthem server. MARTINEZ claimed that these attacks were test 

attacks against OVH servers that he controlled. I asked 

MARTINEZ if he had OVH's permission to conduct such an attack 

and he asked me if OVH even gave permission for such a thing. 

Based on my training and experience, I do not believe that OVH 

would in fact give permission for a user to conduct DDoS attacks 

against its servers. 

VI. CONCLUSION 

46. For all the reasons described above, there is probable 

cause to believe that GATREL and MARTINEZ have committed a 

violation of 18 U.S.C. § 371 (Conspiracy to Commit Unauthorized 

Impairment of a Protected 

~--·-· 

Special Agent 
Federal Bureau of Investigation 

Subscribed to and sworn before 
me t~is ~ day of December, 
2018 

UNITED STATES MAGISTRATE JUDGE 
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	this exchange indicates that Ampnode and Downthem were connected services with a common administrator (GATREL). b. In another example, on September 14, 2017, the email account ampnode[redacted]@gmail[.)com was used to exchange a series of emails with a customer using the email account "wane[redacted]@yahoo[.]com." The email exchange began with "wane zane" asking for help determining how much to charge DDoS customers. Ampnode[redacted]@gmail[.]com replied, "It's part of their plan on my stresser. And yes, I 
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	those reasons, DDoS operators intending to conduct large attacks have to constantly renew their lists of vulnerable servers. d. As another example, on July 29, 2017, ampnode[redacted]@gmail[.]com was sent an email by "Bob Squad" via oexotic[redacted]@gmail[.]com stating, "Most people are really after hitting nfo and ovh. And it can be done man. I've done it myself. Power is lovely on your site, and the zudp is sexy af I don't even need destination port to hit hotspots lol .. im not use to it being that powe
	interviews I have conducted with representatives from many online gaming platforms, that certain types of online games, especially multiplayer games, are very lucrative, with the operators of the online game making money from fees paid by the online players. DDoS attacks against players in these types of games is growing increasingly common, creating an even bigger market for criminal DDoS operators like GATREL. e. A response was sent by ampnode[redacted]@gmail[.]com com to "Bob Squad" on the same date, sta
	Chicago, Illinois suburb. I have separately conducted public records checks and confirmed that this license and its accompanying address match GATREL's issued driver's license. That same date, a second email was sent from ampnode[redacted]@gmail[.]com to tank[redacted]@gmail[.]com containing an image of a utility statement for the same suburb. That utility statement was in the name of Matthew D GATREL, with a service address of another address in that same city. Thus, it appeared that GATREL was sending him
	38. GATREL stated that he had a co-administrator to whom he was hoping to sell the Ampnode site. GATREL said that the person helping administer the Downthem server went by the username "Severon," and used the email address severon[redacted]@gmail[.]com. GATREL also stated that he had had a different co-administrator for Downthem approximately two years ago. During the interview, GATREL stated that he currently averaged between 2-3 customers at a time, and that the highest number of simultaneous customers en
	attacks directed at IP addresses that geolocate10 to the Los Angeles area, and substantially more than that within the Central District of California as a whole. Among the targeted victims were the following: a. Over 65 universities, both within the United States and in other countries, including at least one university within the Central District of California; b. Federal, state, and municipal government or utility targets; c. Commercial/banking targets; and d. Online gaming companies and online gaming ser
	F. Interview of MARTINEZ in Pasadena, California 42. Through use of public, commercial, and law enforcement database tools, I was able to determine that the nickname "Severon" was associated with the name "Juan Martinez." Further investigation of public records indicated that the relevant "Juan Martinez" resided at an address in Los Angeles County, California. 43. On December 17, 2018, Special Agent Joshua Rangitsch and I interviewed MARTINEZ at that address in Los Angeles County. MARTINEZ initially profess
	production of the database and MARTINEZ'S production of the database. 45. I asked MARTINEZ about his own DDoS attacks using the Downthem server. MARTINEZ claimed that these attacks were test attacks against OVH servers that he controlled. I asked MARTINEZ if he had OVH's permission to conduct such an attack and he asked me if OVH even gave permission for such a thing. Based on my training and experience, I do not believe that OVH would in fact give permission for a user to conduct DDoS attacks against its s


